
im Menü über: 
Start > Absatz > 

Listenebene 

Funktional, sicher, einfach zu nutzen –
müssen Software-Entwickler Alleskönner sein?
M. ANGELA SASSE, RUHR-UNIVERSITÄT BOCHUM 
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“Fix the Human” Approach

security awareness, education, 
training 
Billion $ industry – $1bn alone 
spent on ”anti-phishing training”
But: training can’t fix human 
limitations
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Usable security = make it easy to chose security

“If security doesn’t work for people, it doesn’t work.”

UK National Cyber Security Centre

Examples: Impossible memory tasks, unspecific 
warnings, CAPTCHAs …
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1999 – Birth of Usable Security
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Conception - 1996

Usable security 
for developers
and 
sysadmins as 
well as users
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Studies on developers

• Much security code is copied 
– Stackoverflow, Github

• ”Fix at source”, provide 
secure example 
code/patterns

• Balancing security and 
productivity is tricky

NSA Best Science of Cybersecurity paper 2017
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Functional correctness?

• SO (67%) and Book (66%) performed best• Official (40%) performed worst, significantly worse than SO
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Security?
Percent of functional participants

SO worst (51%), Official best (86%) (significant)
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• Giving developers choices 
they shouldn’t have – e.g. 
to chose outdated crypto

• OWASP advice is good
advice: “use bcrypt, unless 
you have a very good 
reason not to”
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• If you want security, 
ask for it!

• The more specific
security requirements
developers are given,
the better more secure
the product
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Case Study: Initial Situation
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Globesoft Corp.

● Multinational software developing enterprise (3000+ employees)
● Agile development (Scrum & Kanban) for 10 years
● Development infrastructure centrally managed (defect tracker, 

source code version control systems, automated build and test 
systems)

● Product under investigation: Web dashboard for business data 
visualization

● 37 developers (5 teams with each a Scrum Master + Product 
Owner)

● R&D Management + Product Management

● Distributed among Europe, North America & India (Software 
Testing)
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Case Study: Initial Situation - Security
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● Security audits performed as part of their internal security 
initiative

● Central Security Team (limited resources)

● Provided automated testing tools, gathering reports, 
awareness & guidelines

● No security “disasters” in the past
● Security is not a selling point
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Case Study: Activities of the product group
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Case Study: Activities of the product group

15

Field diary >100 pages + 14 hours of interviews
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Defect Report
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1. Defects were distributed to teams, or teams picked 
this by themselves
2. Reports were assigned to individual developers
3. Developers resolved defects and the code was then 
tested if something broke

“The consultant himself explained that he had not been contracted to 
change the processes in the teams. 

But this was obviously a topic for the developers, as we observed 
how discussions emerged during the workshop concerning 
collaboration and coordination in development teams. However, the 
consultant did not follow up on them.”
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Effects of the workshop
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• The workshop triggered engagement 
with security

• Developers felt empowered to fix 
security issues

“Sure, there was euphoria because of the 
training: We have these security holes –
let’s tackle them.”



im Menü über: 
Start > Absatz > 

Listenebene 

Attention on security – amount of defects
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Attention on security

• Working through security errors became part of 
everyday life (at least for a short period)

“getting the counter down” 
R&D Manager

“Security aspects are so far no special
topic [at the coordination meetings], moreover it 

was one among many other work packages.” (I6)
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Dealing with defects (A thought experiment)
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How would you assign defects and how would you deal with them in an agile 
software team?

The team decides

Who had worked on the component with the defect? 

“take the defect”

What happened in the case?
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Dealing with defects (A thought experiment)
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How can we do better?

1. Try to understand why this is a security risk (if you do not understand this, 
consult someone who might know)

2. After fixing a defect let it review from someone (preferred someone with 
security expertise)

3. If this is something which may occur in future, write it into the internal wiki

4. Share it with the team (e.g. in the next “Review”)

A team needs room 
(and guidance) to 

improve!!
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Long short-term effects
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• Security conceptualized as a quality attribute 
(“stabilization routine”)

• Near everyone was motivated through the workshop 
(“Eye opener”) 

• No new routines were established

“It appeared as if developers 
were in a state of 

watchfulness for security 
problems after the 

consultancy.”

Everything went back to “normal” (insecure)
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Management statement…
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“... what the developers are saying, we actually need to 
have more time [for security], is exactly the same I’m 
trying to explain: That would be a [higher] management 
decision – we are building fewer features and focus on 
something else. From my perspective this is currently not 
considered.” (16)

Agile

Self-organized

Team builds its own 
processesPressure

Determining
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From https://www.securedevelopment.org Thank you Charles Weir and Noel Ford

Security experts often overdo it …

• “The perfect is the enemy 
of good” 

• Futility is the last thing we 
want to induce

https://www.securedevelopment.org
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Soft skills for security experts, so they can work 
with developers …
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Deeper reason than routine …
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1. Fear of failure: Why sacrifice productivity when your 
security gets broken anyway?

2. Security is seen as “caring” - not a desirable trait

Which might explain why usability doesn’t get a look in …

Security is not attractive to developers
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• 17 Interviews in 3 major 
companies that said they 
produced ”usable security”

And what about usable security?
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“Because those who deliver secure applications with poor 
usability generally don’t bear the resulting cost, complaints 
about unusable security are relayed to developers and then 
often ignored. Moreover, additional budget isn’t allocated to 
development for usability unless it affects the organization in 
a big way. “
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Lessons learned 
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• Security is to some extent ”policed”, 
usability is not

• Few criteria for measuring security, none 
for usability - except: support desk overload

• Lots of stereotyping 
• Developers think they know best
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• Managers assum they can 
just ‘order’ that security 
should be usable

But not provide 
resources/support for it …
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Research Approach
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Get insights in different software 
development teams in different 
companies

25x

Talk to those who are in the center of the 
software development process

DEVELOPER
C-ROLES
ARCHITECTS
UI-/UX-EXPERTS
DESIGNER
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Results: Demographics and Products
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Factors against usable security

Limited Resources!

“But in many cases, if the customer doesn’t have enough
budget for development, you can’t set up that kind of

security. [. . .] They have budget for main functionality but
not for security or usability.” (P18)

• “Functionality first”
• Customers and business goals do not include 

usability or security
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Factors that hinder usable security

Limited Resources • Usability Requirements were vague and rarely, 
if ever, written down.

• Usable Security Requirements did not emerge
from guidelines / standards

Requirements, Guidelines, 
Compliance

“Actually, they came pretty naturally.” (P6)
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Factors that hinder usable security

Limited Resources

Requirements, Guidelines, 
Compliance

Misconceptions “But otherwise, I think we really don’t have [usable security]. 
Because the login happens [. . .] [transparently for users] 

and what we do there in terms of security things has no 
influence on how the normal user

uses it.” (P9)

“[This is] not related to usability, mostly it’s related to lack of 
technology skills. [. . .] we can’t do anything about 

[authentication]” (P21).

• User blaming:

• Misunderstanding of usable security:
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Factors that hinder usable security

Limited Resources

Requirements, Guidelines, 
Compliance

Misconceptions

“I think they really put a lot of effort into it already. But what 
you wonder is if the designer was even able to grasp the 

front-end developer” (P10).Communication Barriers

Developers & 
Security Experts

Designers &
UX Experts
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Structures that enable usable security

Communication Pivot • Someone who acts as a communication bridge 
between two worlds (security-usability)

• Actively involvement of subject matter experts 
(e.g. in one case: designers were part of threat 
modeling)

• We observed that rather domain knowledge in 
only one of the areas 
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Structures that contribute usable security

Communication Pivot

Open Attitude and Commitment 
Towards Usability

“The main and the most important request from the 
management was: they need an easy-to-use software or 
app or interface to compete with other competitors” (P21)

• Usability was accepted and 
demanded by the companies

• If it is explicit part of the business 
goals
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Structures that contribute usable security

Communication Pivot

Open Attitude and Commitment 
Towards Usability

• Sometimes it could be difficult to 
get access to the actual users or 
to get fast feedback (e.g. in high 
confidential areas)

• Understanding users’ goals & 
problems requires involvement 
with users

• User Communities as an example 
of an effective way to get 
feedback

Access to Real Users 
and Feedback
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Structures that contribute usable security

Communication Pivot

Open Attitude and Commitment 
Towards Usability

• Even if awareness is sufficient and 
access to the end users is available

• At least a basic understanding of 
user-centred methods is needed

• Processes need to be adapted

Access to Real Users 
and Feedback

Knowledge About User-centered Methods and 
Usable Security
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Summary

Communication Pivot

Open Attitude and Commitment 
Towards Usability

Access to Real Users 
and Feedback

Knowledge About User-centered 
Methods and Usable Security

Limited Resources

Requirements, Guidelines, 
Compliance

Misconceptions

Communication Barriers
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OWASP Software Assurance Maturity Model
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“Measuring the extent of security activities as an approximation for 
organizational maturity to develop secure software”

• Open Source
• “The solution details are easy enough to follow even for non-security personnel”
• Flexibility to apply in small, medium or large organizations
• Desired maturity level depends on the organization’s needs
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OWASP SAMM: Where’s usable security?
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Conclusions (1)

45

1. Business: 
• If you don’t ask, you don’t get: elicit explicit 

requirements for security and usability!
• Support developers: with personas, scenarios, use 

cases. Time for heuristic evaluation, and learning from
it.

• Reviewing and fixing security and usability need to 
become a routine – part of agile development process, 
represented by champions

• Lead: identify resources and synergies, broker 
collaboration
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Security experts want to be 
their mini-me.

Tell them you have another 
job – they need to make it 
easy for people (users, 
developers) to do the right 
thing.
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From https://www.securedevelopment.org Thank you Charles Weir and Noel Ford

USABLE 
Usability is not 
rocket science 

https://www.securedevelopment.org
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CASA “Hearts & Minds” program 
• provide security and usability 

knowledge
• Examples for putting into 

practice in agile 
development cycle

• Transform attitudes

You can sign up at
https://survey.hcs-rub.de/index.php/889189?lang=de


